CLAIMS 

What is claimed is: 

1. A method for surrogate control of electronic commerce transactions, comprising: 
funding at least one surrogate account in a surrogate electroni/system; 

accessing at least one electronic commerce system through/the surrogate electronic system; 
selecting at least one item for purchase from the at least yone electronic commerce system; 
selecting at least one credit account in the surrogate electronic system; 
determining an amount due to complete at least one/purchase transaction on the at least one 
electronic commerce system; / 

transferring funds equal to the amount due from the at/least one surrogate account to the at least one 
credit account; and / 

executing the at least one purchase transaction using the at least one credit account. 

2. The method of claim 1, further comprising performing fraud detection on at least one fund 
source. / 

3. The method of claim 1, wherein funding comprises placing funds in the at least one surrogate 
account from at least one fund soiurce, wherein the at least one fund source includes at least one fund 
source selected from a group consisting of credit cards, checks, money orders, gift certificates, 
incentives, online electronic currency. Automatic Teller Machines, and stored value cards. 
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1 4. The method of claim 3, wherein funding using online electronic/f urrency comprises: 

2 determining a plurality of online electronic currency balances/in a plurality of accounts; 

3 aggregating an amount of online electronic currency from the plurality of accounts. 

1 5. The method of claim 1 , wherein accessing is transparent. 

J 6. The method of claim 1 , further comprising: / 

1^ compiling records of purchase transactions comp/eted through the surrogate electronic 

.^3 system; / 

£4 presenting at least one list of merchants rank ordered according to the compiled records. 

^ !l 7. The method of claim 1 , further comprising controlling information provided through the 

S|2 surrogate electronic system from the at least one electronic commerce system. 

1 8. The method of claim 7, wherein th^^ controlling comprises: 

2 monitoring data streams; / 

3 performing pattem recognition on data streams transferred from the at least one electronic 

4 commerce system; / 

5 determining content of th& data streams; 

6 controlling information provided from the at least one electronic commerce system in 

7 response to the content. / 
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1 9. The method of claim 8, wherein controlling includes at least one oneration selected from a 

2 group consisting of inserting additional information into the data streamy4ubstituting information in 

3 the data stream, filtering information in the data stream, and removing4nformation from the data 

4 stream. / 

1 10. The method of claim 7, wherein the controlling comprises: 
f2 assigning a surrogate electronic mail address to a iiser that is mapped to an actual electronic 

If3 mail address of the user; / 

C4 providing the surrogate electronic mail address to the at least one electronic commerce 

B5 system in response to requests for the actual electronic mail address; 

L6 filtering and categorizing electronic niail received from the at least one electronic cormnerce 

system, wherein sensitive information of the surrogate electronic system is removed; and 
q8 forwarding the filtered electronic/mail to the actual electronic mail address of the user. 

1 11. The method of claim 1, fiirmer comprising reconciling transactions for the at least one credit 

2 account, wherein reconciling includes: 

3 maintaining a surrogate system ledger including at least one balance for the at least one 

4 surrogate accoimt and at least one corresponding purchase transaction record; 

5 periodically receiving a credit account statement ledger including purchase transactions 

6 resulting in a change/in the at least one balance; and 

7 using the credit account statement ledger to adjust the surrogate system ledger. 



C:\NrPortbl\PALibl\CB9\U77746_l.DOC (124545) 



# # 

1 12. The method of claim 1, wherein determining an amount due t^/complete at least one 

2 purchase transaction comprises: / 

3 determining a total amount due to complete the at least one purchase transaction; 

4 determining a value of applicable credits selected from a group consisting of coupons, merchant 

5 incentives, and surrogate system incentives; and / 

6 subtracting the value of applicable credits fromine total amount due to get the amoimt due. 

^"^1 13. The meithod of claim I, wherein selecting /t least one credit account includes determining if 

. the available credit of the at least one credit accJount is sufficient to cover a purchase amount of the 

ffi3 at least one purchase transaction. / 

/ 

Wl 14. The method of claim 1 , wherein transferring funds comprises: 

zzl determining if a balance of me at least one surrogate account is enough to cover the amount 

^3 due; and / 

4 increasing the balance yof the at least one surrogate account if the balance is not enough, the 

5 increasing including receiving and aggregating funds from a plurality of fund sources. 

1 15. A system for smrogate control of electronic commerce transactions, comprising: 

2 a surrogate web site coupled among at least one client computer, at least one financial 

3 system, and at least one database including at least one user account, wherein the at least one user 

4 account is funded by a user with at least one user funding source; 
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5 at least one proxy server coupled among the at least one database, the4t least one client 

6 computer, and at least one electronic merchant system, wherein at least one purchase transaction is 

7 supported on the at least one client browser and the at least one electrcmic merchant system through 

8 the at least one proxy server, wherein payment for the at least one /urchase transaction is funded 

9 using a surrogate funding source loaded with funds from the at least one user account. 

^ 16. The system of claim 15, further comprising at least one fraud detection device for performing 

S2 fraud detection scoring on the at least one user fundins4ource and information associated with the 
S / 
user. / 

^ 1 7. The system of claim 15, wherein the ar least one user account is funded by placing funds in 

^2 the at least one user account from the at least one user funding source, wherein the at least one user 

rt3 funding source includes at least one funaing source selected from a group consisting of credit cards, 

4 checks, money orders, gift certificates, incentives, online electronic currency. Automatic Teller 

5 Machines, and stored value cards/ 

1 18. The system of clainr^l7, wherein funding using online electronic currency comprises: 

2 determining a plurality of online electronic currency balances in a plurality of accounts at a 

3 plurality of locations on at least one network; 

4 aggregating/an amoxmt of online electronic currency from the plurality of accounts. 
1 1 9. The sVstem of claim 15, wherein the at least one proxy server: 
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2 compiles records of purchase transactions completed through the system; 

3 presents to the user at least one list of electronic merchant systems rank ordered according to 

4 the compiled records. / 

1 20. The system of claim 1 5, wherein the at least one pro^ty server controls information provided 

2 through the surrogate web site from the at least one electronic merchant system, wherein the at least 
^ one proxy server includes at least one shopping proxy^server and at least one email proxy server. 

in / 

21 . The system of claim 20, wherein the conjferolling comprises: 
ffl monitoring data streams; / 

^ 3 performing pattern recognition on data streams transferred from the at least one electronic 

y 4 merchant system; / 

nj / 

li;5 determining content of the data streams; 

"^6 controlling information provided to the at least one client browser from the at least one 

7 electronic merchant system in response to the content. 

1 22. The system of claim 21, wherein controlling includes at least one operation selected from a 

2 group consisting of inserting additional information into the data stream, substituting information in 

3 the data stream, filtering information in the data stream, and removing information from the data 

4 stream. / 

1 23. The4ystem of claim 20, wherein the controlling comprises: 
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2 assigning a surrogate electronic mail address to the user that is mappm to an actual electronic 

3 mail address of the user; / 

4 providing the surrogate electronic mail address to the at least one electronic merchant system 

5 in response to requests for the actual electronic mail address; / 

6 filtering and categorizing electronic mail received from tne at least one electronic merchant 

7 system, wherein sensitive information of the system for surrogate control is removed; and 
forwarding the filtered electronic mail to the actua/electronic mail address of the user. 

jl 24. The system of claim 15, wherein the at least cme proxy server reconciles transactions for the 
at least one user account, wherein reconciling includes: 

maintaining a surrogate system ledger including at least one balance for the at least one user 

4 accoimt and at least one corresponding purcliase transaction record; 

5 periodically receiving a credit accmint statement ledger including purchase transactions 

6 resulting in a change in the at least one/oalance; and 

7 using the credit account statement ledger to adjust the surrogate system ledger. 

1 25. The system of claim 15{ wherein the at least one proxy server determines an amoimt due to 

2 complete the at least one purchase transaction by: 

3 determining a total amoimt due to complete the at least one purchase transaction; 

4 determining a value of applicable credits selected from a group consisting of coupons, merchant 

5 incentives, and sm/ogate system incentives; and 

6 subtracting the value of applicable credits from the total amount due to get the amount due. 
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1 26. The system of claim 15, wherein payment for the at least one purchase indudes determining 

2 if the available credit of the surrogate funding source is sufficient to cover a^urchase amount of the 

3 at least one purchase transaction. / 

1 27. The system of claim 15, w^herein payment for the at least one purchase transaction comprises: 

2 determining if a balance of the at least one user account is enough to cover the amount due; 
ft and / 

^4 increasing the balance of the at least one user account if the balance is not enough, the 

increasing including receiving and aggregating fund/from a plurality of fund sources. 

Wl 28. A device for controlling electronic commerce transactions, comprising at least one surrogate 
'^2 processing system including a database coupled among at least one client computer and at least one 
electronic merchant system and a surrogate web site and at least one financial system and at least 

4 one transparent proxy server, wherem the at least one surrogate processing system is configured to: 

5 fund at least one surroga^ account in the database; 

6 access the at least one^lectronic merchant system to allow selection of items for purchase 

7 from the at least one electronic merchant system using the at least one client computer; 

8 select at least m(e surrogate credit account; 

9 determine aia amount due to complete at least one purchase transaction on the at least one 
1 0 electronic merchant system; 
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1 1 transfer funds equal to the amount due from the at least one surrogate accatmt to the at least 

12 one surrogate credit account; and / 

13 execute the at least one purchase transaction using the at least one sun-ogate credit account. 

1 29. The device of claim 28, wherein the at least one surrogate processing system is further 

2 configured to perform fraud detection scoring on at least one funci source. 

sji 30. The device of claim 28, wherein funding comprise^placing funds in the at least one surrogate 

S2 account from at least one fiind source, wherein the at least one fund source includes at least one fimd 

source selected from a group consisting of credit caras, checks, money orders, gift certificates, 

U4 incentives, online electronic currency, Automatic Teller Machines, and stored value cards. 

^1 31. The device of claim 30, whereiiLfrinding using online electronic currency comprises: 

2 determining a plurality of onHne electronic currency balances in a plurality of accounts at a 

3 plurality of locations on at least one network; 

4 aggregating an amount of online electronic currency from the plurality of accounts. 

1 32. The device ofclaim 28, wherein the at least one sunogate processing system is fiirther 

2 configured to: / 

3 compile records of purchase transactions completed through the surrogate electronic system; 

4 pre^nt to a user at least one list of merchants rank ordered according to the compiled 

5 records^ 
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1 33. The device of claim 28, wherein the at least one surrogate processing system is further 

2 configured to control information provided through the surrogate electronic system from the at least 

3 one electronic commerce system using the at least one transparent proxy ser^^r, wherein the at least 

4 one transparent proxy server includes at least one shopping proxy serveixand at least one email proxy 

5 server. / 

34. The device of claim 33, wherein the control of information comprises: 
^ monitoring data streams ; / 

performing pattem recognition on data streams transferred from the at least one electronic 
4 conmierce system; / 
Ii15 determining content of the data stream^ 

^6 controlling information provided to the at least one client computer from the at least one 

electronic commerce system in respond to the content. 

1 35. The device of claim 34ywherein controlling information includes at least one operation 

2 selected from a group consi^ing of inserting additional information into the data stream, substituting 

3 information in the data stream, filtering information in the data stream, and removing information 

4 from the data stream/ 

1 36. The device of claim 33, wherein the control of information comprises: 
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2 assigning a surrogate electronic mail address to a user that is mapped to actual electronic 

3 mail address of the user; / 

4 providing the surrogate electronic mail address to the at least one^^ectronic conmierce 

5 system in response to requests for the actual electronic mail address; / 

6 filtering and categorizing electronic mail received from the at least one electronic commerce 

7 system, wherein sensitive information of the surrogate electrmftc system is removed; and 

J8 forwarding the filtered electronic mail to the actual/^lectronic mail address of the user. 

M 37. The device of claim 28, wherein the at leas^one sun-ogate processing system is fiarther 

"i2 configured to reconcile transactions for the at least one credit account by: 

}i maintaining a surrogate system ledger including at least one balance for the at least one 

rJ / 

£p4 surrogate account and at least one corresponding purchase transaction record; 

p5 periodically receiving a credit /ccount statement ledger including purchase transactions 

6 resulting in a change in the at leasVone balance; and 

7 using the credit account/statement ledger to adjust the surrogate system ledger. 

1 38. The device of claim 28, wherein determining an amount due to complete at least one 

2 purchase transaction ciomprises: 

3 determining a total amount due to complete the at least one purchase transaction; 

4 determining a Value of applicable credits selected fi^om a group consisting of coupons, merchant 

5 incentives,^d surrogate system incentives; and 

6 y^btracting the value of applicable credits from the total amount due to get the amount due. 



C:\NrPorthl\PALibl\CB9\l 177746J.DOC (124545) 



• # 



1 39. The device of claim 28, wherein selecting at least one surrogate credit acccJunt includes 

2 determining if the available credit of the at least one surrogate credit account \% sufficient to cover a 

3 purchase amount of the at least one purchase transaction. / 

1 40. The device of claim 28, wherein transferring funds comprises: 
5 determining if a balance of the at least one surrogate cre/ait account is enough to cover the 

^ 3 amount due; and / 

=-3 increasing the balance of the at least one surrogate credit account if the balance is not 

fti / 

\6 enough, the increasing including receiving and aggregating funds from a plurality of fund sources. 

41 . A computer readable medium containing executable instructions which, when executed in a 

^2 processing system, causes the system to control electronic commerce transactions, the control 

3 comprising: / 

4 funding at least one surrogate account in a surrogate electronic system; 

5 accessing at least one electronic commerce system through the surrogate electronic system; 

6 selecting at least orie item for purchase from the at least one electronic commerce system; 

7 selecting at lea^ one credit account in the surrogate electronic system; 

8 determining an amount due to complete at least one purchase transaction on the at least one 

9 electronic commerce system; 

10 transferring funds equal to the amount due from the at least one surrogate account to the at least one 

1 1 credit/account; and 
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12 executing the at least one purchase transaction using the at least one credit/ account. 

1 42. The computer readable medium of claim 4 1 , wherein funding comprises placing funds in the 

2 at least one surrogate account from at least one fund source, wherein the aft least one fund source 

3 includes at least one fund source selected from a group consisting of c;r4dit cards, checks, money 

4 orders, gift certificates, incentives, online electronic currency. Automatic Teller Machines, and 

5 stored value cards, wherein funding using online electronic currency includes determining a plurality 
of online electronic currency balances in a plurality of accounts, and aggregating an amount of 

27 online electronic currency from the plurality of accounts^ 

si 43. The computer readable medium of claim 4¥, wherein the control further comprises: 
y12 compiling records of purchase transactions completed through the surrogate electronic 

23 system; / 

^4 presenting at least one list of merchants rank ordered according to the compiled records. 

1 44. The computer readable medium of claim 41 , wherein the control further comprises 

2 controlling information provided through the surrogate electronic system from the at least one 

3 electronic commerce syst^. 

1 45. The computer readable medium of claim 44, wherein controlling information comprises: 

2 monitoring data streams; 
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3 performing pattern recognition on data streams transferred from the at least one^ectronic 

4 commerce system; / 

5 determining content of the data streams; / 

6 controlUng information provided from the at least one electronic connfterce system in 

7 response to the content. / 

^1 46. The computer readable medium of claim 45, wherein controlling information includes at 

least one operation selected from a group consisting of inserting4dditional information into the data 

SI / 

^ stream, substituting information in the data stream, filtering information in the data stream, and 

m4 removing information from the data stream. / 

yll 47. The computer readable medium of claim 44, v^herein controlling information comprises: 

assigning a surrogate electronic mail address to a user that is mapped to an actual electronic 

~3 mail address of the user; / 

4 providing the surrogate electnmic mail address to the at least one electronic commerce 

5 system in response to requests fopohe actual electronic mail address; 

6 filtering and categoriz^g electronic mail received from the at least one electronic conunerce 

7 system, v^herein sensitive Information of the surrogate electronic system is removed; and 

8 forwarding the/filtered electronic mail to the actual electronic mail address of the user. 

1 48. The coKnputer readable medium of claim 41, wherein the control fiirther comprises 

2 reconciling^ansactions for the at least one credit account, wherein reconciling includes: 
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maintaining a surrogate system ledger including at least one balance for the at least one 
surrogate account and at least one corresponding purchase transaction record; / 

periodically receiving a credit account statement ledger including piukSiase transactions 
resulting in a change in the at least one balance; and / 

using the credit account statement ledger to adjust the surrogate system ledger. 

49. An electromagnetic medium containing executable insfructions which, when executed in a 
processing system, causes the system to control electronic/commerce transactions, the control 
comprising: / 

funding at least one surrogate account in a surrogate electronic system; 
accessing at least one electronic commerce system through the surrogate electronic system; 
selecting at least one item for purchase from the at least one electronic commerce system; 
selecting at least one credit acciemnt in the surrogate electronic system; 
determining an amount dia^o complete at least one purchase transaction on the at least one 
electronic commerce system; / 

transferring funds equal to4he amount due from the at least one surrogate account to the at least one 
credit account; and / 

executing^tne at least one purchase transaction using the at least one credit account. 

50. TKe electromagnetic medium of claim 49, wherein funding comprises placing funds in the at 
least/one surrogate account from at least one fund source, wherein the at least one fund source 
^eludes at least one fund source selected from a group consisting of credit cards, checks, money 
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4 orders, gift certificates, incentives, online electronic currency, Automatic Teller Machines, and 

5 stored value cards, wherein fiinding using online electronic currency includes determining a plurality 

6 of online electronic currency balances in a plurality of accounts, ana aggregating an amount of 

7 online electronic currency from the plurality of accounts. / 

1 51. The electromagnetic medium of claim 49, v^hemn the control further comprises: 
J2 compiling records of purchase transactions completed through the surrogate electronic 

'^3 system; / 

»4 presenting at least one list of merchants rank ordered according to the compiled records. 

£ 1 52. The electromagnetic mediun/ of claim 49, wherein the control ftirther comprises controlling 

UU information provided through th^surrogate electronic system from the at least one electronic 
I y / 

Oj3 commerce system. / 

1 53. The electromagnetic medium of claim 52, wherein controlling information comprises: 

2 monitoring data streams; 

3 performing pattern recognition on data streams transferred from the at least one electronic 

4 commerce system; 

5 determining content of the data streams; 

6 ' yControUing information provided from the at least one electronic conmierce system in 

7 response to the content. 
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1 54. The electromagnetic medium of claim 53, wherein controlling information includes at least 

2 one operation selected from a group consisting of inserting additional information into the data 

3 stream, substituting information in the data stream, filtering inform^ion in the data stream, and 

4 removing information from the data stream. 



1 

2 

J3 



55. The electromagnetic medium of claim 52, whereip controlling information comprises: 

assigning a surrogate electronic mail address ^ a user that is mapped to an actual electronic 
mail address of the user; 

providing the surrogate electronic mail/dddress to the at least one electronic commerce 
system in response to requests for the actual electronic mail address; 

filtering and categorizing electnmic mail received from the at least one electronic commerce 
system, wherein sensitive infonnation of the surrogate electronic system is removed; and 

forwarding the filtered electronic mail to the actual electronic mail address of the user. 



1 56. The electromagnetic medium of claim 49, wherein the control fiirther comprises reconciling 

2 transactions for the atieast one credit account, wherein reconciling includes: 

3 maintainin/a surrogate system ledger including at least one balance for the at least one 

4 surrogate account and at least one corresponding purchase transaction record; 

5 peric^aically receiving a credit account statement ledger including purchase transactions 

6 resulting4n a change in the at least one balance; and 

7 / using the credit account statement ledger to adjust the surrogate system ledger. 
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